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Disaster recovery
involves a set of policies and procedures to enable the recovery or continuation of vital technology
infrastructure and systems following a natural or human -induced disaster. - Wikipedia

Business continuity

Encompasses planning and preparation to ensure that an organization can continue to operate in
case of serious incidents or disasters and is able to recover to an operational state within a
reasonably short period. - Wikipedia

ISO 22301:2012

Specifies requirements to plan, establish, implement, operate, monito r, review, maintain and
continually improve a documented management system to protect against, reduce the likelihood of
occurrence, prepare for, respond to, and recover from disruptive incidents when they arise. - ISO

Avid, Avid NEXIS, ISIS Interplay M edia Composer and NewsCutter are trademarks of Avid Technology, Inc.
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Unique Workspace Tools

Advanced risk mitigation and protection for Avid storage

Marquis Workspace Tools have been specifically developed to protect Avid ISIS / NEXIS

work in progress . They offer the highest level of resilience and protection whilst ~ providing

uif joevtuszGt gbtuftu sfdpwfsz ujnf xifo nfbtyv
benchmark: recovery to live production. An ideal component of an 1SO 22301:201%lan.

Using unique Avid project and workspace data analytics , Workspace Tools are uniquely
project aware, meaning a complete understanding of the  nature and context of assets
held within a workspace and linked assets in other workspaces.

Once workspaces are completely scan ned, any subsequent backups of work spaces have
the highest level of integrity. The analytics aggregate and copy associated project media
held in other workspaces , so that the recovery of a project or workspace is complete with
no missing media .

Why do our clients replace their existing Avid disaster re covery systems with Workspace
Tools? The answers are simple :

1 Recovery using conventional disaster recovery tools is too slow in achieving the
recommence ment of ISIS/ NEXIS production - in one customer case ax f f | Gt
outage to recover a large ISIS.

1 Recovered projects that have been logged as successfully backed up are in fact
incomplete - so even after waiting for recovery there are major production issues.

Either of the above can have significant adverse bus iness, operational and commercial
impact including missing on -air schedules and contract ual deadlines .

There are other benefits. Xpsl|l t gbdf Uppmt vtf dzfu boe gpshf u
with no user intervention. Changing policies is simple . As the user interface is web based

The service can be accessed remotely. In the event of a location  becoming inaccessible ,

a user can remotely access the system and reconfigure , if required .

Workspace Tools may be used alongside a companion  Marquis Broadcast product,
Project Parking which is an Avid ISIS / NEXIS project lifecycle management tool. Using
advanced analytics and visualisation tools , it manages Avid ISIS/ NEXIS storage and
archiving to Tier 2, cloud storage or a specific archive G API. Project Parking will also clean
up redundant files: duplicate and orphaned media - typically resulting in a 10 -20% space
recovery.

Used in combination with Workspace Tools this has the benefit of ensuring no
unnecessary files are propagated into the backup, saving even more capacity and further
accelerating time to recovery
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Workspace Tools
Workspace Backup

Provides disaster recovery through:

A Complete NEXIS backup, restore of individual projects or bins
A Retention period protects from accidental d eletion from NEXIS

Workspace Sync
Provides business continuity through:

A Complete duplicat ion of NEXIS offers immediate failover
A Recover production operation to last sync point within seconds

Workspace Tools enable advanced business continuity and disaster recovery operations
and are installed at many leading media enterprises worldwide. Workspace Tools use a
unique Marquis Broadcast developed workspace analytics technology. Together
Workspace Tools provide an ultra -reliable and easy to deploy , advanced risk mitigation
and protection solution for Avid shared storage.

Workspace Backup Workspace Sync

Automated
Business

Automated
Disaster

Recovery
& Restore

Continuity
& Restore
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Two Workspace Solutions
Workspace Tools comprises two applications

1 Workspace Sync - Business Continuity and Management
1 Workspace Backup - Disaster Mitigation and Recovery

For efficiency, they use the same user interface and scheduling tools and can be license d
individually or together. They can also run on a common server o r VM.

What is the difference between Workspace Backup and Workspace Sync  ?

Workspace Backup  Workspace Sync

Creates a complete history of projects  Snapshot of Avid NEXIS / ISIS duplicated
and workspaces within a retention period  to second NEXIS

Restore individual projects and bins,  Switch production to synchronised
along with all their mediato anew  workspace for fastest possible restoration
location or workstation  of business activity

Includes enterprise wide projectand Does not require Interplay to re-index
workspace recovery and project restore  media files
tools

User defined retention period to tier 2and Can also be used for live ISISto NEXIS
or cloud storage migration
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Workspace Backup

Disaster Mitigation and Recovery

Analyses and copies Avid workspaces and projects to tier 2 storage.

Workspace Backup first runs low -level analytics to examine D~7i 3t asSs5ab ii
and characterise every byte of data held within the source
Avid workspace s. It then backs up the content of the
workspace s before copying all the projects that use media 3 N -
in those workspaces. Finally, those projects are analysed ¢cizazgUaaaqpb
and any other assets in other workspace s that are linked to )
them are also backed up. Thereafter, any subsequent | Jai Cave,head of
backups replicate changes in the source workspace s and | operations ENVY Post
capture new versions of the projects .

robust solution for
disaster recovery that we

After the first backup , minimal network capacity and additional Tier 2 storage is used . The
backup is fast as only incremental changes are copied . Depending on the admin istration
settings, daily back ups can be taken so that all versions of projects are kept.

@ Disaster Recovery Capability marquis

maves media

Workspace Backup runs analytics on Avid ISIS/NEXIS to ensure all
projects are completely backed up.

Workspace Backup automatically writes to Tier 2
tupsbhf xjui bewbodf e
gpshfuG svmfto

After the first backup all future backups
are incremental.
+10TB
+13TB
500TB

Example: 28 day Avid project
and workspace retention
period in tier 2 Storage.

Workspace . [
Backup

Tier 2 storage

Data is held in the incremental backup for a period specified by the administrator. For
example , a 28-day rolling backup holds data intentionally or unint entionally deleted from
the source workspace for 28 days. The entire history of every project and bin is available
for 28 days as well .

The first operation of Workspace Backup will take longer than subsequent backups as it
includes a complete system scan and analytics. Thereafter , subsequent backups are
faster to fit within the operational window when Workspace Backup can use the maximum
available network bandwidth.
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Workspace Backup and Cloud Storage

Workspace B ackup can also natively write to Cloud Storage. Offering muc h longer
retention periods and different back up strategies , for example combining local NAS

with a large scale off-premise Cloud Storage back up. Given sufficient Cloud Storage
read, write and delete performance, it may be possible to use Cloud Storage exclusively
for the backup. As such Workspace Backup can be configured and scheduled to write to
both tier 2 and Cloud Storage .

" and Cloud Storage

@ Disaster Recovery Capability with Network mal'quis
\_ - 4

e.g. 28 day Avid Project

and Workspace retention v X

period in Tier 2 Storage. ear
Year 2

Year 1

First Day Backup | Month X
High Performance I T &
on

NAS
Month 1
Day 28|

+1778 _ Day 5
+5TB Day 4

@

Workspace
Backup

Multi -month and multi -year Avid Project and
Workspace retention period in COS.
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Backup Recovery NAS
A backup is only of use if it is possible to get critical LOA3AYEST b35
operations up and running in the shortest time when | accessibility of the front -
disaster strikes . end and the simplicity of
~i31aS52Za5bU
means they can focus on

There are two parts to the recovery strategy.

Prioritisation of the recovery of any business-critical | the creative side of their
workspace s, and select and recover discreet versions of | role and as an

project s or bins with the recovery tool from any time during | organisation we can

the retention period . provide a more efficient
The recovery is highly agile and can be directed to alternate s’ervicv:e_to our Oan o
Avid ISIS / NEXIS or Media Composer systems. For |&i UagEacUSgZz
example, if target shared storage is unavailable an individual

project or just a single bin could be recovered to a Matthew Tegg, post
standalone Media Composer, wi thin minutes. production manager,
Hat Trick

marquis

Disaster Recovery Capability

Recovery and execution
Recover any

workspace to any other @ is both fast and simple
-

workspace

Workspace
Restore

Recover any
. project or version of project m
bin or version of any bin \
- to any storage or N
workstation Project
Restore

Workspace
Backup

Tier 2 storage
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Backup Recovery from Cloud Storage

Mitigating the risk of a total outage of a production centre including the local backup can
be difficult to manage . The required storage and network infrastructure to protect against
such a failure is traditional prohibitively slow to be useful or expensive. In the scenario
below we have assumed a worse-case scenario a total outage of the production centre.

marquis

‘ Outage in main production centre

e.g. 28 day Avid Project
and Workspace retention
period in Tier 2 Storage.

Year X

Year 2
Year 1
| Month X

| Month 2

Month 1
Day 28

+1778 ___ Day 5|
+5TB Day 4
+10TB Day
+13TR__ Day
500TB Day 1

¥
Workspace
Backup

Multi -month and multi -year Avid Project and
Workspace retention period in COS.

In the exam ple below we can adopt a business led prioritis ation of recovery from Cloud
Storage. As the Project Restore recovery tool described in the next section can navigate

to discreet bins projects held in Cloud Storage from any point within the extended
retention period. The Cloud Storage also presents the p ossibility of recovering projects to
another location or even geography.

@ Project and Workspace Recovery from mal'quis
&> Cloud Storage

Recover any:
Workspace to

any other
workspace. In ' / Year X
any location Workspace Year 2
Restore Year 1
| Month X
Recover any: I Month 2
Project or version of Month 1
project @ Day 28
Bin or version of any A/
bin. In any location e

+17T8 ___ Day5
Project +518 ___Day 4

Restore 25D
500TB  Day 1

Workspace
Backup

Multi -month and multi -year Avid Project and
Workspace retention period in COS.
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Project Recovery

An agile and flexible Project restore tool is provided with Workspace Backup. The
recovery is highly granular so it is possible to recover.

A Any version of any bin held within the retention period
A Any version of any project held within the retention period

Workspace Backup ¢ ustomers are free to install the recovery tool s on any number of
devices that can see (or be configuredto see)the NAS. For example , Project Restore could
be installe d on every Media Composer or NewsCutter workstations that are covered by
the disaster recovery plan.

This granularity provides the fastest mechanism to get mission critical projects back in to
production . It enables a prioritised recovery which is highly agile and based on production
business and operational need .

P Marquis Project Parking -
L Restore Details

Home Archives & Restore Stor
Sunsets

Tree | List Archive Version Restore Location

' Share First (2017-05-31 1548) AP0 ghared Avid Projects

B Archives - Aquarium_PP
= NEXIS_Backup Bins Lions_PP
= Lions_PP Sunsets MainDemo_PP
Aquarium_PP B Audio SanFran2014_PP
SanFran2014_PP v| I Camera Source Files Shared Program 1
Sunsets o Sunsets Source Bin Shared Program 2
Oxford_MNews & Consolidation Shared Program 3
Bike crash story u| @ Sequences Sunsets
Chris's temp project o Consolidated Sequence
Disco Original
Early Breakfast Today @ Comedy
Early Breakfast Tomor B nMusic
Early Breakfast Yester B Unavailable Locations
Nine O'Clock
Tuesday Magazine

. External Avid Projects

Restoring individual project folders or bins from a  version of a project in the backup .
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Backup Benefits

Workspace Backup offers a set of highly valuable and unique features .

Fastest restoration of
mission critical projects

Project aware analysis allows an individual project, or
individual bin, to be restored to any location, with only the
media it references.

Agile recovery tool s
included ultra-granular
recovery

Can be pre-installed on any system e.g. Media Composers
or News Cultters that are part of the disaster recovery plan.

Protection from
accidental project or
bin deletion

Incremental backup allows for the restoration of any version
of a project or bin throughout the retention period.

Protection from
accidental deletion of
media files

If media goes off line, restoring the project or bin wil |
selectively bring back only the missing media files , not all
the media files associated with the p roject or bin.

Background restoration
of whole workspaces

Entire workspaces can be restored to NEXIS whilst mission
critical individual projects or bins are restored to individual
workstations.

Effective use of
network bandwidth
without impacting

operations

Schedule backup times and inactive periods to use
maximum network bandwidth during out of  hours
operations. Network performance can be throttled during
operational periods .

Maximise transfer
speed over specific
network s

A performance test tunes buffer size and thread numbers to
maximise network speed on an individual network.

Administrators can

access any files within

the retention period
from Tier 2

This has operational benefits as no ISIS NEXIS connectivity is
required. Content that may have been deleted on ISIS Nexis
is still available in the Tier 2 retention period

Scalable Workspace
Backup Licensing

Workspace Backup scales in 16TB usable blocks so
Enterprise Class disaster recovery protection is available,
starting at the smallest scale.

Native Support for
Cloud Storage

Enables more sophisticated recovery strategies both on and
off premise.

Intelligent recovery means less bandwidth  to cloud is
required so the cost effectiveness of Cloud Storage can be
fully exploited
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Workspace Syn ¢

Business Continuity and Management

Synchronises Avid workspaces for immediate business continuity

Workspace Sync provides the highest level of work in progress production protection. It
is designed to protect business critical work in progress, such as  high value productions .
These may have contracted deliverables , SLAs and associated penalties . Alternatively, it
could be used to replicate high value news producti on workspaces to a second site.

@ - . > marquis
Business Continuity: NEXIS Sync

Media
Composers
- Interplay | Production
T W
Live workspace syncing
TR e.g. 30 minutes

— Workspace —

. . Sync )
Primary location Second location

Workspace Tools throttle the network use to
ensure production is not impacted

Workspace Sync synchronises a workspace in a source NEXIS / ISIS to a remote target
NEXIS/ ISIS using set and forget rules . As example the Sync could be scheduled to take
place every for 30 minutes. The benefit is th at work in progress is almost immediately
available in a second li ve Avid NEXIS/ ISIS system, there is no recovery delay.

Workspace Sync works with any combination of ISIS or NEXIS as source and target. The
source and target systems are not required to be the same capacity. The only requirement

is that the available usable space on the target ISIS or NEXIS is larger than the protected
Workspace on the source.

After the initial Workspace Sync only the workspace changes are transmitted , minimising
network payload.

Works pace Sync is optimised to transfer workspace data as fast as the network and
source and target NEXIS will allow. This can be beneficial especially for the first
replication , however , if bandwidth use needs to be constrained , Workspace Sync can be
configured to not exceed a predetermined transfer rate.
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The licensing makes for a very cost -effective approach towards business continuity. For
example, there may be a business -critical workspace of 16TB on a 512TB NEXIS which is
also backed up each night by Workspace Backup as part of the disaster recovery plan. By
adding a 16TB Workspace Sync license, the mission critical Workspace could  also be
synced to a 20TB Avid Nexis Pro to provide an additional layer o f business continuity
protection.

Workspace Sync Recovery

In the case of Avid ISIS/ NEXIS not being available in the primary location Media
Composers can connect to the replicated workspace (s) in the secondary location. In the
example below avid interplay is also rerouted to the second location.

@ Business Continuity: NEXIS Sync ma;qun;

mao

Interplay | Production

Live workspace syncing
e.g. 30 minutes

- Workspace —

Sync
Primary location Second location

Interplay Production connects to second
NEXIS without needed to re-index

When the original Avid ISIS/ NEXIS becomes available again it is possible to redirect the
Sync to rebuild or update the original Avid ISIS/ NEXIS and then if appropriate , reattach
the original editors to the original storage .

Workspace Sync can also be used to simplify and de -risk the transition from older ISIS to
NEXIS. Setting up a regular synchronisation means that individual Media Composer clients

or projects can be transitioned one at a time and without  downtime. Once all the clients
have been moved across to the new storage and confirmed that all media is still on -line,
the older storage can be decommissioned or re -assigned.
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Sync Benefits

Switch Media
Composers and
Interplay seamlessly to
synchronised
workspaces

Because the synchronisation produces an exact copy of the
workspaces the Interplay and/or Media Composers have no
need to re -index the media files and can continue working
immediately.

Restore workspaces to
primary location whilst
continuing to work

After achieving business continuity by switching Media
Composers to the secondary synchronised workspaces, the
primary site can be repaired and the synchronisation
reversed to restore the media.

Works with any
combination of ISIS or
NEXIS

Makes it very simple to use any available Avid shared
storage resources as part of a Business Continuity plan

Support for asymmetric
source and target
storage capacity

Workspace Sync can protect all workspaces, or a just a
subset. The only requirement is the usable capacity on the
target I1SIS/ NEXIS is larger than the source workspace

Transition from ISIS to
NEXIS without
downtime

Frequent synchronisation of ISIS work spaces to NEXIS allow
for the gradual transition over days or weeks of projects
from one to the other with no downtime.

Scalable Workspace
Sync licensing

Workspace Sync licensing scales in 16 TB usable blocks so
enterprise class business continuity protection is available
starting at the small est scale

Minimise the data
copied

Set exception rules to prevent temporary or unnecessary
files from being included in the synchronisation.

© Marquis Broadcast Ltd
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Workspace Tools Management

Using the Workspace Tools web server admin istrator interface , it is possible to remotely
monitor and manage the Workspace Backup and Sync.

Workspace Tools can be accessed from two different sets of web pages. One, intended
for operational reporting offers a read onl y view of the status of the system and any
messages created by individual jobs. These pages are available to any number of
concurrent users who may have operational interest regarding system utilisation, for
example assistant editors, operations, and finan ce for billing or auditing purposes.

The second set of web pages offer full administrator control over the Tools. A secure login
is used so malicious access is not possible. Using these pages, it is possible to remotely
navigate and manage the workspace backup logic and timing to modify rules for sources
and targets for backup. So, say the source facility is unavailable, you can remotely redirect
the recovery to another facility

Configuration Licence

Configured Workspace Tools Backup and Sync : Licensed

Sophj t uj dbufe dztfu boe gpshfuG svmft dbo cf
or sync jobs .

Workspace Tools transfers data at high speed, such that it can fully utilise a 10Gb/s
connection to Avid ISIS / NEXIS. It also tests the available network con nectivity , optimises
the buffer sizes and number of multiple concurrent threads for maximum throughput.

On very large systems running 24/ 7, if an operational time window cannot be made
available to operate at maximum transfer rate, Workspace Backup can throttle the
network connection to enable normal production to continue, whilst the background
backup process continues.
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Workspace Backup & Sync Combined
AR \Workspace Tools marquis
ER q

DR & BC Concurrently

Wo rkspace First Day Backup

Backup &
Sync

Tier 2 storage .
g Workspace Backup for disaster recovery

Workspace Sync for business
continuity

Workspace Backup and Workspace Sync can be configured to run on the same server or
VM. The scheduling can be configured so that the two services do not conflict perhaps
running the business continuity sync during working hours and the disaster recovery
backup during the night.

Avid NEXIS
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Combining Workspace Tools and Project

Parking
Using Workspace Sync and Workspace Backup with Project Parking

Workspace Backup and Sync can also be used in conjunction with the Marquis Avid
project lifecycle management application called Project Parking. As of January 2017,
Project Parking manages over 50PB of Avid ISIS/ Nexis worldwide and is Avid Platform
Certified .

Project Parking is a complimentary application to Workspace Sync and Backup. It includes
a full suite o f Avid ISIS/ NEXIS storage management, visualisation, tracking and clean up
tools.

Workspace Tools Project Parking

Workspace Backup Workspace Sync

: Avid Storage

Management

Visualisation
Tracking

& Clean-up

Avid Project
Archive

Automated § Automated
Disaster : Business

Portability
Restore

Recovery | Continuity
& Restore § & Restore

In Workspace Sync and Workspace Backup the backup is always transient. For example,
with Workspace Sync the destination Avid NEXIS / ISIS is a slightly delayed copy of the
source NEXIS / ISIS. Any deletions or additions will be reflected in  copy following the next
synchronisation. In Workspace Backup, the files will only last as long as the versions exist
in the retention period say 28 days.

Project Parking uses the same analytics engine as the Workspace Tools, share the same
backup format and are therefore completely compatible.

Project Parking can archive projects permanently and make projects portable. For
example , a freelanc er may need to take a project home take a project home or to an OB

and then use Project Parking to version the changes back into the original  Avid ISIS/
NEXIS project ._https://www.marquisbroadcast.com/project -parking.html
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@ Combining Workspace DR & BC with Project mal'quis
- 4

Parking archive

Workspace
Backup & Sync .
Workspace Backup for Disaster Recovery

Tier 2 storage

Workspace Sync for Business
- Continuity
Project Parking manages =
NEXIS storage to make

Workspace DR & BC 20% ) ) )
more efficient . Parking projects to cloud, archive or

I | removable storage for transfer

Project Parking will clean up duplicate and orphaned  junk media files - typically resulting
in 10-20% space recovery on an Avid ISIS/ NEXIS that is in regular use.

When Project Parking is used to tidy up the workspaces before Workspace Backup or
Workspac e Sync are run it has benefit of ensuring no unnecessary files from the source
Avid NEXIS / ISIS will propagate into the backup, sync, or archive storage , saving
significant storage capacity.

For example, if Project Parking recovers 40TB capacity on a source Avid ISIS / NEXIS it
will also reduce the storage capacity needed in the:

1 Workspace Backup tier 2 storage by a minimum of 40TB
1 Workspace Sync target Avid ISIS/ NEXIS by 40TB.

Thus, saving 80TB across both source and destination Avid ISIS/ NEXIS and at least 40TB
in the backup retention period : a total of 120TB

As Project Parking removes all redundant files prior to syncing or backup it also
significantly reduces network traffic, further reducing the time needed for back -up and
recovery.
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Benefits of Workspace Tools with Project
Parking

Project Parking Enables easy Avid project and workspace lifecycle
provides easy management. For example , to archive a project and remove
visualisation of all ISIS its exclusive media and no longer be managed going
/ NEXISmedia forward by Workspace Tools. Archiving Projects can free up
NEXIS capacity and enable faster operation of Worksp ace
Tools

Remove duplicate and  Project Parking will typically recover 10 -20% ISIS NEXIS by
orphan media from  removing unnecessary files. By doing so more capacity is
source ISIS/ NEXIS available on ISIS / NEXIS. None of these redundant files are

then propagated into the backup or sync, shortening the
sync and backup process.

ISIS/ NEXISstorage Project Parking provides historical timeline based
Tier 2 resource  Workspace and Project analytics . Thisenables ISIS NEXIS
planning storage utilisation and capacity prediction and to predict
sync and backup storage utilisation
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